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If you’re considering applying to SecureSet Academy, you may want to
save your answers. We would like to see them!

SEE WHAT LEVEL YOU CAN GET TO ON THIS WARGAME BY OVERTHEWIRE. TAKE A
SCREEN CAPTURE OF YOUR HIGHEST LEVEL—YOU MAY WANT TO SHOW IT TO US!

http://overthewire.org/wargames/bandit/bandit0.html

GIVEN THE FOLLOWING, ANSWER THE QUESTIONS BELOW.

[ verwomc 172.16.0.0  masc 255.255.255.0 ]

What’s the Network Class?

What’s the Subnet Number?

What’s the First Host Address?

What’s the Last Host Address?

What’s the Broadcast Address?

WHICH OF THESE IS A LEGITIMATE IPv6 ADDRESS?
2001:0db8:8533:0000:0000:8a2€:0370:7334
FE00:0000:0000:0001:0000:0000:0056
FE00:0000:0000:0001:0000:0000:0000:0056
FE0O0::1::56
FE00::0001:0000:0000:0000:0056

FE00::1:0:0:0:56

FE00:0:0:1::56

OO0000O0O0O0

1600 Pennsylvania Avenue NW


http://overthewire.org/wargames/bandit/bandit0.html




IF YOU WERE GOING TO PENETRATION TEST A DATABASE-BASED WEBSITE, HOW
WOULD YOU DO IT? PLEASE STATE YOUR ASSUMPTIONS.

YOU PURCHASE A STATIC IP ADDRESS FROM A QUESTIONABLE ISP AND YOU GET
ASSIGNED 10.141.12.24. WHY ARE YOU NOW UPSET?

AN EMAIL ARRIVES FROM ONE OF YOUR BEST FRIENDS CLAIMING SHE JUST WROTE
THIS FUNNY ANIMATION IN JAVA AND YOU SHOULD CHECK IT OUT. WHAT WOULD BE
YOUR NEXT STEPS BEFORE RUNNING THE PROGRAM?






PERSONAL
ATTRIBUTES/

You have a natural interest and
curiosity in programming and/or
computer networks

You are determined and aspire to
excel in your work

You are clever and analytical

HELP DESK SPECIALIST
HELP DESK TECHNICIAN
SYSTEMS ADMIN

IT SUPPORT SPECIALIST
NETWORK ADMIN

IT SYSTEM ADMIN

IT CONSULTANT
IT SUPPORT ENG.
SR. SYSTEM ANALYST IT ADMIN
SR. PROGRAMMER IT MANAGER
HELPDESK ANALYST
DESKTOP SUPPORT IT ENGINEER

TECHNICAL
CREDENTIALS/

Skill in network engineering
Skill in computer programming

Understanding of systems
architecture

IT HELPDESK
HELPDESK MGR.

IT TECHNICIAN

EDUCATIONAL
BACKGROUND/

Networking engineering
certification

Associates, Bachelors or Masters
degrees in a computer science,
mathematics, electrical engineer-
ing or other technical field (we
value technical and analytical
ability over formal education)

IT SPECIALIST
SYSTEM ANALYST
DEVELOPER
SOFTWARE ENGINEER
PROGRAMMER

TECH SUPPORT

AIR FORCE

1C5XX  3A0XX
1C6XX 3COXX
TNOXX 3C1XX
2E2XX  3C2XX




One Million Cybersecurity Job Openings In 2016
FORBES
http://onforb.es/1WRs1s0

A knack for cat and mouse play may indicate that you have an aptitude for cyberse-
curity. It is a field where the good guys—cybersecurity professionals—are pitted
against the bad guys—cybercriminals a.k.a. hackers. Assuming you’d want to be a
good guy, a career can mean a six-figure salary, job security, and the potential for
upward mobility.

Confronting the Widening Infosec Skills Gap
cso
http://bit.ly/1coXbbL

The unemployment rate for information security professionals is essentially zero.
For individuals with the right skills, that’s probably enough to break out the
champagne—a guarantee of lifetime job security at good wages.

Hacked Opinions: Veterans Who Transitioned into InfoSec
cso
http://bit.ly/1iUwboW

CSO recently questioned six veterans who are all active members of the InfoSec
community. The aim of this standalone Hacked Opinions post was to focus on how
they transitioned into InfoSec from their military careers, and what advice they'd
offer to those looking to follow a similar path.

VCs Pour Money Into Cybersecurity Startups
WALL STREET JOURNAL
http://on.wsj.com/1QaukSF

Venture-backed companies in the U.S. that provide cybersecurity technology or
services raised $1.77 billion from investors last year, topping the previous high of
$1.62 billion set in 2000 during the dot-com boom, according to industry tracker
Dow Jones VentureSource. Globally, venture-backed cybersecurity companies
raised $1.9 billion last year, also a record.


http://onforb.es/1WRs1sO
http://bit.ly/1c0XbbL
http://bit.ly/1iUwb0W
http://on.wsj.com/1QaukSF
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