
Wondering If?



What is the password used to 
encrypt the message?

What is the secret message?

you know there is a file on a Linux system with the following 
permissions. how would you find it?

-rwx---rwx

a message was encrypted using the following openSSL command. your 
mission is to find the secret message.

% openssl enc –aes128 –base64 < secret-message
enter aes-128-cbc encryption password:
Verifying – enter aes-128-cbc encryption password:
U2FsdGVkX180jAizsYGu5mZo9zSrzchodLCgKN14j/PRN-
W4htplDZ/yKekDc5mZSsMao+sOleP/
S0HWw/AuemWLTseXiL1nWR920vgTc7g/
+mBfVYB991loGTkQuMuwQ  %

CHALLENGES    CYBER-CURIOUS

see what level you can get to on this wargame by overthewire. take a 
screen capture of your highest level—you may want to show it to us!

http://overthewire.org/wargames/bandit/bandit0.html

given the following, answer the questions below.

network mask

What’s the Network Class?

What’s the Subnet Number?

What’s the First Host Address?

What’s the Last Host Address?

What’s the Broadcast Address?

172.16.0.0                255.255.255.0

which of these is a legitimate IPv6 address?

2001:0db8:85a3:0000:0000:8a2e:0370:7334

FE00:0000:0000:0001:0000:0000:0056

FE00:0000:0000:0001:0000:0000:0000:0056

FE00::1::56

FE00::0001:0000:0000:0000:0056

FE00::1:0:0:0:56

FE00:0:0:1::56
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If you’re considering applying to SecureSet Academy, you may want to 
save your answers. We would like to see them!

http://overthewire.org/wargames/bandit/bandit0.html




if you were going to penetration test a database-based website, how 
would you do it? please state your assumptions.

you purchase a static ip address from a questionable isp and you get 
assigned 10.141.12.24.  why are you now upset?

an email arrives from one of your best friends claiming she just wrote 
this funny animation in java and you should check it out.  what would be 
your next steps before running the program?

use an ancient cipher technique to decode where caesar hide his armies.

X  S  K  L  V  V  O  H  H  Y  L  H  V

| | | | | | | | | | | |

this code does not use numbers and letters to hide what it says. instead, 
it swaps those familiar characters for symbols. once cracked, the follow-
ing message reveals who famously made use of this type of enciphering 
and the name of the technique. 
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One Million Cybersecurity Job Openings In 2016
forbes
http://onforb.es/1WRs1sO

A knack for cat and mouse play may indicate that you have an aptitude for cyberse-
curity. It is a �eld where the good guys—cybersecurity professionals—are pitted 
against the bad guys—cybercriminals a.k.a. hackers. Assuming you’d want to be a 
good guy, a career can mean a six-�gure salary, job security, and the potential for 
upward mobility.

Confronting the Widening Infosec Skills Gap
cso
http://bit.ly/1c0XbbL 

The unemployment rate for information security professionals is essentially zero. 
For individuals with the right skills, that’s probably enough to break out the 
champagne—a guarantee of lifetime job security at good wages.

Hacked Opinions: Veterans Who Transitioned into InfoSec
cso
http://bit.ly/1iUwb0W 

CSO recently questioned six veterans who are all active members of the InfoSec 
community. The aim of this standalone Hacked Opinions post was to focus on how 
they transitioned into InfoSec from their military careers, and what advice they'd 
o�er to those looking to follow a similar path.

VCs Pour Money Into Cybersecurity Startups
wall street journal
http://on.wsj.com/1QaukSF  

Venture-backed companies in the U.S. that provide cybersecurity technology or 
services raised $1.77 billion from investors last year, topping the previous high of 
$1.62 billion set in 2000 during the dot-com boom, according to industry tracker 
Dow Jones VentureSource. Globally, venture-backed cybersecurity companies 
raised $1.9 billion last year, also a record.
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